ReaderTT.config = {"pagecount":186,"title":"Support de cours","author":"Eric BERTHOMIER","subject":"","keywords":"","creator":"LaTeX with hyperref package","producer":"dvips + GPL Ghostscript 8.01","creationdate":"D:20050317123543","moddate":"D:20050317123543","trapped":"","fileName":"document.pdf","bounds":[[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286]],"bookmarks":[{"title":"Table des matières","page":-1,"zoom":""},{"title":"Remerciements","page":-1,"zoom":""},{"title":"Historique","page":-1,"zoom":""},{"title":"Prérequis du cours","page":-1,"zoom":""},{"title":"I Introduction","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""}]},{"title":"II Rappel sur les réseaux","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"TCP IP ","page":-1,"zoom":"","children":[{"title":"L'en-tête TCP/IP","page":-1,"zoom":"","children":[{"title":"L'en-tête IP","page":-1,"zoom":""},{"title":"Le protocole TCP","page":-1,"zoom":""},{"title":"Propriétés du protocole TCP","page":-1,"zoom":""}]},{"title":"Numéros de séquence justin","page":-1,"zoom":""},{"title":"Connexion de base entre deux hôtes TCP","page":-1,"zoom":"","children":[{"title":"Les Drapeaux","page":-1,"zoom":""}]},{"title":"Les diffèrents états d'un port TCP lors d'une connexion justin","page":-1,"zoom":""},{"title":"Sécurité : Association de drapeaux","page":-1,"zoom":"","children":[{"title":"Paquet fragmenté","page":-1,"zoom":""}]},{"title":"Protocole UDP","page":-1,"zoom":""},{"title":"Protocole ICMP","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":""}]},{"title":"HTTP ","page":-1,"zoom":"","children":[{"title":"Le Protocole HTTP","page":-1,"zoom":""},{"title":"Principe de fonctionnement","page":-1,"zoom":""},{"title":"Requête au serveur","page":-1,"zoom":""},{"title":"Réponse du serveur","page":-1,"zoom":"","children":[{"title":"Statut (status in english) de la requête","page":-1,"zoom":""}]},{"title":"HTTPS","page":-1,"zoom":"","children":[{"title":"Principe","page":-1,"zoom":""},{"title":"Fonctionnement","page":-1,"zoom":""}]},{"title":"Travaux Pratiques","page":-1,"zoom":"","children":[{"title":"Protocole HTTP","page":-1,"zoom":""},{"title":"HTTPS","page":-1,"zoom":""}]}]},{"title":"Mail","page":-1,"zoom":"","children":[{"title":"SMTP : Envoi de mails","page":-1,"zoom":""},{"title":"POP3 : Lecture des mails","page":-1,"zoom":""},{"title":"Travaux pratiques","page":-1,"zoom":""}]},{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"III Sécurité des données","page":-1,"zoom":"","children":[{"title":"Onduleur","page":-1,"zoom":"","children":[{"title":"En bref","page":-1,"zoom":""},{"title":"Dans le détail","page":-1,"zoom":""},{"title":"Technologies \"Off-line\", \"Line-interactive\" et \"On-line\"","page":-1,"zoom":""},{"title":"Détermination de la puissance de l'onduleur","page":-1,"zoom":""},{"title":"FAQ","page":-1,"zoom":"","children":[{"title":"A quoi correspondent et servent les para-surtenseurs ?","page":-1,"zoom":""},{"title":"Un onduleur est-il utile pour un portable ?","page":-1,"zoom":""},{"title":"VA et Watts ?","page":-1,"zoom":""}]}]},{"title":"Présentation de la technologie RAID","page":-1,"zoom":"","children":[{"title":"Niveau 0","page":-1,"zoom":""},{"title":"Niveau 1","page":-1,"zoom":""},{"title":"Niveau 2","page":-1,"zoom":""},{"title":"Niveau 3","page":-1,"zoom":""},{"title":"Niveau 4","page":-1,"zoom":""},{"title":"Niveau 5","page":-1,"zoom":""},{"title":"Niveau 6","page":-1,"zoom":""},{"title":"Comparaison","page":-1,"zoom":""},{"title":"Mise en place d'une solution RAID","page":-1,"zoom":""}]},{"title":"Sauvegarde des données","page":-1,"zoom":"","children":[{"title":"A quoi servent les sauvegardes ?","page":-1,"zoom":""},{"title":"Choix du matériel","page":-1,"zoom":""},{"title":"Choix du logiciel","page":-1,"zoom":""},{"title":"Stratégie de sauvegarde","page":-1,"zoom":"","children":[{"title":"Exemple de stratégie","page":-1,"zoom":""}]},{"title":"Recommandations générales","page":-1,"zoom":""}]}]},{"title":"IV Cryptage et application","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Bases de cryptographie","page":-1,"zoom":"","children":[{"title":"A FAIRE : Description d'un algorithme de compression","page":-1,"zoom":""},{"title":"Vérification d'intégrité (Fonction de hachage)","page":-1,"zoom":"","children":[{"title":"Travaux Pratiques : Contrôle d'intégrité","page":-1,"zoom":""}]},{"title":"Chiffrement de système de fichiers (sous Linux)","page":-1,"zoom":"","children":[{"title":"Fonctionement","page":-1,"zoom":""},{"title":"Algorithmes","page":-1,"zoom":""},{"title":"Exemples","page":-1,"zoom":""}]}]},{"title":"Tripwire","page":-1,"zoom":"","children":[{"title":"A propos","page":-1,"zoom":"","children":[{"title":"Mots clés","page":-1,"zoom":""}]},{"title":"Introduction","page":-1,"zoom":""},{"title":"Mise en fonction de Tripwire","page":-1,"zoom":""},{"title":"Restauration de la configuration","page":-1,"zoom":"","children":[{"title":"Régénéation du fichier de configuration","page":-1,"zoom":""},{"title":"Régénéation du fichier de polices","page":-1,"zoom":""}]},{"title":"Création de la base de données liées au système","page":-1,"zoom":""},{"title":"Test de la base de données","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":""}]},{"title":"SSH","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Pourquoi utiliser SSH ?","page":-1,"zoom":""},{"title":"Séquence des évènements d'une connexion SSH","page":-1,"zoom":""},{"title":"Couches de sécurité SSH","page":-1,"zoom":"","children":[{"title":"Couche transport","page":-1,"zoom":""},{"title":"Authentification","page":-1,"zoom":""},{"title":"Connexion","page":-1,"zoom":""}]},{"title":"Protocole de connexion","page":-1,"zoom":"","children":[{"title":"Initialisation de la connexion","page":-1,"zoom":""},{"title":"Échange d'identification","page":-1,"zoom":""}]},{"title":"L'échange de clefs","page":-1,"zoom":""},{"title":"Conclusion","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":"","children":[{"title":"Putty","page":-1,"zoom":""},{"title":"Telnet","page":-1,"zoom":""},{"title":"SSH","page":-1,"zoom":""},{"title":"Exercices","page":-1,"zoom":""}]},{"title":"Scp","page":-1,"zoom":""}]},{"title":"Gnu Privacy Guard","page":-1,"zoom":"","children":[{"title":"Principes généraux","page":-1,"zoom":"","children":[{"title":"Signature digitale","page":-1,"zoom":""},{"title":"Chiffrement","page":-1,"zoom":""}]},{"title":"Utilisation des clés publiques et privées : GPG","page":-1,"zoom":"","children":[{"title":"Installation","page":-1,"zoom":""},{"title":"Utilisation en solitaire","page":-1,"zoom":""},{"title":"Explication des différentes options","page":-1,"zoom":""},{"title":"Utilisation en binôme","page":-1,"zoom":""},{"title":"Réponse des Travaux Pratiques en Binôme","page":-1,"zoom":""},{"title":"Complément d'information","page":-1,"zoom":""}]}]},{"title":"Les Réseaux Privés Virtuels (RPV ou VPN)","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":"","children":[{"title":"Qu'est-ce qu'un VPN ?","page":-1,"zoom":""},{"title":"Pourquoi utiliser un VPN ?","page":-1,"zoom":""}]},{"title":"Fonctionnement des VPN","page":-1,"zoom":"","children":[{"title":"L'interconnexion","page":-1,"zoom":""},{"title":"Les concepts de base","page":-1,"zoom":""},{"title":"La tunnelisation","page":-1,"zoom":""},{"title":"Les 3 principaux composants d'IPsec","page":-1,"zoom":""},{"title":"AH (Authentication Header)","page":-1,"zoom":""},{"title":"ESP (Encapsulating Security Header)","page":-1,"zoom":""},{"title":"IKE (Internet Key Exchange)","page":-1,"zoom":""},{"title":"Le chiffrement","page":-1,"zoom":""},{"title":"L'authentification","page":-1,"zoom":""}]},{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"Protection d'un service Web","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Comment configurer Apache pour l'htaccess ?","page":-1,"zoom":""},{"title":"La procédure de création du fichier .htaccess","page":-1,"zoom":""},{"title":"La procédure de création du fichier .htpasswd","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":"","children":[{"title":"Pré-requis","page":-1,"zoom":""},{"title":"Capture du Mot de Passe","page":-1,"zoom":""},{"title":"Protection par https","page":-1,"zoom":""}]},{"title":"Notes sur l'installation de Apache et Apache-ssl","page":-1,"zoom":""}]},{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"V Attaques","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"IP Spoofing ","page":-1,"zoom":"","children":[{"title":"Généralités","page":-1,"zoom":"","children":[{"title":"Présentation","page":-1,"zoom":""}]},{"title":"Pré-requis","page":-1,"zoom":""},{"title":"L'attaque","page":-1,"zoom":"","children":[{"title":"En bref","page":-1,"zoom":""},{"title":"En détails","page":-1,"zoom":""},{"title":"Configuration de confiance","page":-1,"zoom":""},{"title":"Invalidation de la machine de confiance","page":-1,"zoom":""},{"title":"Echantillonnage des numéros de séquence et prédiction","page":-1,"zoom":""}]},{"title":"Mesures préventives","page":-1,"zoom":"","children":[{"title":"Ne pas faire confiance","page":-1,"zoom":""},{"title":"Filtrer les paquets","page":-1,"zoom":""},{"title":"Désactiver le source routing","page":-1,"zoom":""},{"title":"Utiliser le chiffrement","page":-1,"zoom":""},{"title":"Utiliser un numéro de séquence initial aléatoire","page":-1,"zoom":""}]},{"title":"Travaux Pratiques : utilisation d'un logiciel de masquage d'IP : HPing","page":-1,"zoom":""}]},{"title":"Le Port Scanning ","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Différentes techniques de port scanning","page":-1,"zoom":"","children":[{"title":"Vanilla TCP connect()","page":-1,"zoom":""},{"title":"TCP SYN Scan","page":-1,"zoom":""},{"title":"TCP FIN Scanning","page":-1,"zoom":""},{"title":"Fragmentation Scanning","page":-1,"zoom":""},{"title":"TCP StealthScan","page":-1,"zoom":""},{"title":"TCP Reverse Ident Scanning","page":-1,"zoom":""},{"title":"Dumb Host Scan antirez","page":-1,"zoom":""},{"title":"UDP Port Scanning","page":-1,"zoom":""}]},{"title":"Travaux Pratiques","page":-1,"zoom":"","children":[{"title":"Utilisation de nmap","page":-1,"zoom":""},{"title":"Travaux Pratiques : Utilisation d'un scanner de Port nmap","page":-1,"zoom":""},{"title":"Interface graphique pour nmap","page":-1,"zoom":""},{"title":"Tester les ports ouverts sur l'Internet","page":-1,"zoom":""}]}]},{"title":"Quelques attaques rangées","page":-1,"zoom":"","children":[{"title":"DoS","page":-1,"zoom":""},{"title":"DDoS","page":-1,"zoom":""},{"title":"Description de quelques attaques communes","page":-1,"zoom":"","children":[{"title":"FTP Bounce Attack (Attaque FTP par Rebond)","page":-1,"zoom":""},{"title":"Ping Flooding Attack","page":-1,"zoom":""},{"title":"Smurf Attack ","page":-1,"zoom":""},{"title":"SYN Flooding Attack","page":-1,"zoom":""},{"title":"IP Fragmentation/Overlapping Fragment Attack","page":-1,"zoom":""},{"title":"IP Sequence Prediction Attack","page":-1,"zoom":""},{"title":"DNS Cache Poisoning","page":-1,"zoom":""},{"title":"SNMP Attack","page":-1,"zoom":""},{"title":"UDP Flood Attack","page":-1,"zoom":""},{"title":"Send Mail Attack","page":-1,"zoom":""}]},{"title":"Game for Hacking","page":-1,"zoom":""}]},{"title":"Les buffer overflows ","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":"","children":[{"title":"Les programmes setuid","page":-1,"zoom":""}]},{"title":"La pile en mémoire","page":-1,"zoom":"","children":[{"title":"Exemple de dépassement de la pile","page":-1,"zoom":""}]},{"title":"Les buffers overflows en détail","page":-1,"zoom":"","children":[{"title":"Exemple :","page":-1,"zoom":""},{"title":"Exemple de vulnérabilité","page":-1,"zoom":""}]},{"title":"Variante: les \"format string exploits\"","page":-1,"zoom":""},{"title":"Notre Attaque","page":-1,"zoom":""},{"title":"Mesures de précautions","page":-1,"zoom":""}]},{"title":"Attaque par force brute","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Identifier les partages","page":-1,"zoom":""},{"title":"Visualisation des partages","page":-1,"zoom":""},{"title":"Accéder au partage","page":-1,"zoom":"","children":[{"title":"Exemples","page":-1,"zoom":""}]},{"title":"Libérer le partage","page":-1,"zoom":""},{"title":"Mot de passe : la force brute","page":-1,"zoom":"","children":[{"title":"Analyse du programme","page":-1,"zoom":""}]},{"title":"Travaux Pratiques","page":-1,"zoom":""}]},{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"VI Défense","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Proxy","page":-1,"zoom":""},{"title":"Les FireWall ","page":-1,"zoom":"","children":[{"title":"Comprendre les pare-feux","page":-1,"zoom":"","children":[{"title":"Politiques de sécurité","page":-1,"zoom":""}]},{"title":"Types de pare-feux","page":-1,"zoom":"","children":[{"title":"Pare-feux filtrants","page":-1,"zoom":""},{"title":"Serveurs mandataires","page":-1,"zoom":""},{"title":"Mandataire SOCKS","page":-1,"zoom":""}]},{"title":"Architecture de pare-feu","page":-1,"zoom":""},{"title":"Les limites des firewalls","page":-1,"zoom":""},{"title":"Principe du pare-feux sous Linux","page":-1,"zoom":"","children":[{"title":"Les règles du filtrage avec Ipchains","page":-1,"zoom":""},{"title":"Exemple de l'effet d'un DENY","page":-1,"zoom":""},{"title":"Exemple de l'effet d'un REJECT","page":-1,"zoom":""},{"title":"Quelques élément de la syntaxe d'IpChains","page":-1,"zoom":""}]},{"title":"Exemple de configuration de Firewall","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":"","children":[{"title":"Linux : utilisation d'IPTables","page":-1,"zoom":""},{"title":"Windows : installation et configuration de ZoneAlarm","page":-1,"zoom":""}]}]},{"title":"IDS ","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Bibliothèques de signatures contre détection d'anomalies","page":-1,"zoom":""},{"title":"IDS à Bibliothèques de signatures","page":-1,"zoom":""},{"title":"IDS à Modèles comportementaux","page":-1,"zoom":""},{"title":"Réseau contre Système","page":-1,"zoom":""},{"title":"IDS Réseau","page":-1,"zoom":""},{"title":"IDS Système","page":-1,"zoom":""},{"title":"La réalité du marché","page":-1,"zoom":""},{"title":"Le futur","page":-1,"zoom":""},{"title":"Critères de choix","page":-1,"zoom":""},{"title":"Exemples de signatures forumintrusion","page":-1,"zoom":"","children":[{"title":"Signature de l'attaque LAND","page":-1,"zoom":""},{"title":"Signature de l'attaque SMURF","page":-1,"zoom":""},{"title":"Signature d'une attaque DNS : transfert de zone","page":-1,"zoom":""},{"title":"Signature paquet suspect","page":-1,"zoom":""},{"title":"Signature paquet fragmenté","page":-1,"zoom":""},{"title":"Signature ICMP","page":-1,"zoom":""}]},{"title":"Conclusion","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":"","children":[{"title":"Snort","page":-1,"zoom":""},{"title":"Note sur les logs de snort ","page":-1,"zoom":""}]}]},{"title":"Les Pots à Miel (Honey Pots) ","page":-1,"zoom":"","children":[{"title":"But","page":-1,"zoom":""},{"title":"HoneyPots","page":-1,"zoom":"","children":[{"title":"Définition","page":-1,"zoom":""},{"title":"Danger","page":-1,"zoom":""}]},{"title":"Honey Net","page":-1,"zoom":"","children":[{"title":"Définition","page":-1,"zoom":""}]},{"title":"Fonctionnement","page":-1,"zoom":"","children":[{"title":"Danger","page":-1,"zoom":""}]},{"title":"Virtual Honeynets","page":-1,"zoom":""},{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"Chrooting : Technique d'emprisonnement ","page":-1,"zoom":"","children":[{"title":"Qu'est ce que le chrooting ?","page":-1,"zoom":""},{"title":"Exemple","page":-1,"zoom":""},{"title":"But","page":-1,"zoom":""},{"title":"Conclusion","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":"","children":[{"title":"Créer un chroot minimal","page":-1,"zoom":""},{"title":"chroot en mode Rescue","page":-1,"zoom":""}]}]},{"title":"Mots de passe","page":-1,"zoom":"","children":[{"title":"Les mots de passe","page":-1,"zoom":""},{"title":"Quelques règles dans la création des mots de passe","page":-1,"zoom":"","children":[{"title":"Les mots de passe à éviter","page":-1,"zoom":""},{"title":"Règles de constitution de mot de passe \"solide\"","page":-1,"zoom":""}]},{"title":"Exemple d'une méthode de création de mot de passe","page":-1,"zoom":""},{"title":"Cryptage des mots de passe","page":-1,"zoom":""},{"title":"Travaux Pratiques : test des mots de passe","page":-1,"zoom":"","children":[{"title":"John The Ripper sur Windows","page":-1,"zoom":""},{"title":"John The Ripper sur Linux","page":-1,"zoom":""}]},{"title":"Gestion des mots de passe","page":-1,"zoom":"","children":[{"title":"Paramétrage par défaut","page":-1,"zoom":""},{"title":"PAM : Pluggable Authentification Modules : les mots de passe","page":-1,"zoom":""},{"title":"Quelques mots sur Cracklib","page":-1,"zoom":""}]}]},{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"VII Le plus grand danger : soit !","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Les Virus","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Définition ","page":-1,"zoom":""},{"title":"Étude de cas","page":-1,"zoom":""},{"title":"Descriptif du Virus : VBS.SST@mm alias Virus AnnaKournikova","page":-1,"zoom":"","children":[{"title":"Description Technique","page":-1,"zoom":""},{"title":"Exemple de code de Virus : AnnaKournikova","page":-1,"zoom":""}]},{"title":"Conclusion : Se protéger","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":"","children":[{"title":"Analyse de code","page":-1,"zoom":""},{"title":"Installation d'un antivirus","page":-1,"zoom":""}]}]},{"title":"Les Trojans ou Chevaux de Troie","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Rappel Historique","page":-1,"zoom":""},{"title":"Définition","page":-1,"zoom":""},{"title":"Exemple","page":-1,"zoom":""},{"title":"Conclusion : Se protéger","page":-1,"zoom":""}]},{"title":"Spyware","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Définition","page":-1,"zoom":""},{"title":"Fonctionnement","page":-1,"zoom":""},{"title":"Reconnaître un spyware","page":-1,"zoom":""},{"title":"Comment détecter la présence d'un spyware ?","page":-1,"zoom":""},{"title":"Comment faire pour éliminer un spyware ?","page":-1,"zoom":""},{"title":"Conclusion : Spyware or not spyware ?","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":""}]},{"title":"Langages de Programmation Web","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Les CGI","page":-1,"zoom":""},{"title":"Les VBScripts","page":-1,"zoom":""},{"title":"Le JavaScript","page":-1,"zoom":"","children":[{"title":"Utilisation de la naïveté des internautes","page":-1,"zoom":""},{"title":"Utilisation des failles des navigateurs","page":-1,"zoom":""}]},{"title":"Applet Java","page":-1,"zoom":"","children":[{"title":"Exemple","page":-1,"zoom":""}]},{"title":"Les ActiveX","page":-1,"zoom":""},{"title":"Certification de code","page":-1,"zoom":""},{"title":"Se protéger","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":""}]},{"title":"Cookies","page":-1,"zoom":"","children":[{"title":"Introduction","page":-1,"zoom":""},{"title":"Définition","page":-1,"zoom":""},{"title":"Cookie Brûlant","page":-1,"zoom":""},{"title":"Se protéger","page":-1,"zoom":""},{"title":"Travaux Pratiques","page":-1,"zoom":""}]},{"title":"Ingénierie sociale","page":-1,"zoom":"","children":[{"title":"Définition","page":-1,"zoom":""},{"title":"Exemples","page":-1,"zoom":""},{"title":"Banque et confidentialité","page":-1,"zoom":""},{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"Directives pour une informatique sécurisée","page":-1,"zoom":"","children":[{"title":"Recommandations aux administrateurs réseau","page":-1,"zoom":""},{"title":"Recommandations aux utilisateurs","page":-1,"zoom":""}]},{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"VIII Conclusion","page":-1,"zoom":"","children":[{"title":"Conclusion","page":-1,"zoom":""}]},{"title":"IX Annexes","page":-1,"zoom":"","children":[{"title":"GNU Free Documentation License","page":-1,"zoom":"","children":[{"title":"1. APPLICABILITY AND DEFINITIONS","page":-1,"zoom":""},{"title":"2. VERBATIM COPYING","page":-1,"zoom":""},{"title":"3. COPYING IN QUANTITY","page":-1,"zoom":""},{"title":"4. MODIFICATIONS","page":-1,"zoom":""},{"title":"5. COMBINING DOCUMENTS","page":-1,"zoom":""},{"title":"6. COLLECTIONS OF DOCUMENTS","page":-1,"zoom":""},{"title":"7. AGGREGATION WITH INDEPENDENT WORKS","page":-1,"zoom":""},{"title":"8. TRANSLATION","page":-1,"zoom":""},{"title":"9. TERMINATION","page":-1,"zoom":""},{"title":"10. FUTURE REVISIONS OF THIS LICENSE","page":-1,"zoom":""},{"title":"ADDENDUM : How to use this License for your documents","page":-1,"zoom":""}]},{"title":"Listings","page":-1,"zoom":""},{"title":"Liste des tableaux","page":-1,"zoom":""},{"title":"Table des figures","page":-1,"zoom":""},{"title":"Bibliographie","page":-1,"zoom":""},{"title":"Index","page":-1,"zoom":""}]}],"thumbnailType":"jpg","pageType":"html","pageLabels":[]};
